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ABSTRACT: Since 2016, with a solid push from the Government of India, cell phone based installment applications
have become standard, with over $50 billion executed through these applications in 2018. Huge numbers of these
applications utilize a typical foundation presented by the Indian government, called the Unified Payments Interface
(UPI), however there has been no security examination of this basic bit of framework that bolsters cash moves. This
paper utilizes a principled philosophy to do a point by point security examination of the UPI convention by figuring out
the plan of this convention through seven well known UPI applications. We find beforehand unreported multifaceted
confirmation configuration level defects in the UPI 1.0 particular that can prompt noteworthy assaults when joined with
an introduced assailant controlled application. In an outrageous form of the assault, the blemishes could permit a
casualty's ledger to be connected and purged, regardless of whether a casualty had never utilized an UPI application.
The potential assaults were versatile and should be possible remotely. We examine our procedure and detail how we
conquered difficulties in figuring out this unpublished application layer convention, including that all UPI applications
experience a thorough security audit in India and are intended to oppose examination. The work brought about a few
CVEs, and a key assault vector that we announced was later tended to in UPI 2.0.

I. INTRODUCTION

Installment applications have become a standard installment instrument in India, with the Indian Government
effectively reassuring its residents to utilize electronic installment strategies after a demonetization of huge money
notes in 2016. To encourage computerized smaller scale installments at scale, the National Payments Corporation of
India (NPCI), a consortium of Indian banks, presented the Unified Payment Interface (UPI) to empower free and
moment cash moves between financial balances of various clients. Starting at July 2019, the estimation of UPI
exchanges has reached about $21 billion. UPI's open backend engineering that empowers simple reconciliation and
interoperability of new installment applications is a noteworthy empowering agent. Presently, there are around 88 UPI
installment applications and more than 140 banks that empower exchanges with those applications by means of UPI .
This paper centers around vulnerabilities in the plan of UPI and UPI's utilization by installment applications. We note
that programmers are exceptionally energetic with regards to cash, so revealing any structure vulnerabilities in
installment frameworks and tending to them is significant. For example, an ongoing overview expresses a 37%
expansion in money related misrepresentation and fraud in 2019 in India [12]. Social designing assaults to separate
delicate data, for example, once passwords and ledger numbers are normal

Installment applications, including Indian installment applications, have been investigated previously, with
vulnerabilities found [9,], and an Indian versatile financial assistance was found to have PIN recuperation imperfections
. Notwithstanding, in these investigations, portable applications didn't share a typical installment interface. To the
extent we know, an investigation of a typical interface utilized by numerous installment applications has not been done
previously. Such an examination is significant in light of the fact that security defects in them can affect clients of
various banks and different applications, paying little heed to other more grounded security highlights utilized. We
center around the security investigation of the brought together installment interface utilized by numerous Indian
installment applications and its structure decisions.

In this work, we utilize a principled way to deal with break down UPI 1.0, beating huge difficulties. A key test is that
the convention subtleties are not accessible, however a large number of clients in India use it. We additionally didn't
approach the UPI servers. We in this manner needed to figure out the UPI convention through the UPI applications that
pre-owned it and needed to sidestep different security resistances of each application, including code confusion and
against copying procedures. In spite of the fact that we expand on procedures utilized in the past for security
investigation of applications [9 ] our way to deal with remove the convention subtleties differs dependent on the guards
the applications use. We cautiously analyze each phase of the UPI convention to reveal the accreditations required to
advance in each stage, discover exchange work processes for validation, and find spillage of client explicit qualities
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that could be helpful at a later stage. We present outcomes from the investigation of the UPI convention as observed by
seven of the most well known UPI applications in India recorded in Table 1. Of the seven applications we examine,
four UPI applications—Google Pay (Tez), PhonePe, Paytm, and BHIM—have a consolidated piece of the overall
industry of 88% and are generally acknowledged at many shopping destinations. From a sum of 88 UPI applications,
many are minor varieties of BHIM, the lead application discharged by NPCI (likewise the fashioners of UPI). Near 48
banks today issue a bank-marked variant of the BHIM application. Since Android possesses over 90% of the Indian
portable piece of the pie [13], we concentrated on the Android forms of these applications.

II. LITERATURE SURVEY

Early mobile payment apps in India were wallet-only apps. They could withdraw money from a user’s bank account by
asking a user to enter a debit card number, but not deposit money back into the bank account. Post demonetization (in
2016), to encourage cashless transactions, a consortium of Indian banks called the National Payments Corporation of
India (NPCI), backed by the Indian government, introduced the Unified Payments Interface (UPI) that allows NPCI-
certified mobile apps to do free instant money transfers between bank accounts of different users. UPI apps can inter-
operate with each other since they all share the same payment interface. A user of BHIM, for instance, can transfer
money instantly for a small purchase from her bank account to the bank account of a shopkeeper who uses Google Pay.
Because of this, most stores in India accept mobile payments through UPI apps. Depending on the app, a user can do
unlimited transactions up to $1500 per transaction.. Figure 1b shows the UPI money transfer system when compared
with the traditional Internet banking system in Figure 1la.

2.1 User Registration on a UPI App

The UPI payment system requires Alice to register her primary cell phone (or cell) number with her bank
account(s)out-of-band to send or receive money. UPI uses the cell number (i) as a proxy for a user’s digital identity
with the bank to look up a bank account given a cell number; (ii) as a factor in authentication via SMS one-time
passcodes (OTP); and (iii) to alert users on transactions. The Government of India requires cell phone providers to get
copies of government-issued IDs, manually verify the IDs, and do biometric verification before issuing a cell number 1

(a) Internet (b) UPI-based

Figure 1: Internet vs. UPI-based Money Transfer
I11. UPI SPECS FOR USER REGISTRATION

The UPI specifications released by NPCI [44] provide "broad guidelines" on the client-server handshake between a UPI
app and the UPI server. We discuss the protocol details available to us from the specification.

1. Set up a UPI user profile: Once a UPI app gets a user’s cell number, the app must send an outbound
encrypted SMS from Alice’s phone to the UPI server. This process is automated and does not involve the user
in order to guarantee a strong association between a user’s cell phone and her device. According to UPI, this is
the “most critical security requirement” of the protocol since all money transactions from a user’s device are
first verified based on this association. UPI calls this association of a user’s device (identified by parameters
such as Device ID, App ID, and IMEI number) with her cell number as device hard-binding. The combined
cell number and device information (that represents this binding) is called the device fingerprint, which per the
UPI spec is the first factor of authentication.
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Figure 2: BHIM User Registration Using 3FA
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Passcode. The UPI spec considers application passcode as optional and does not undertake responsibility for passcode
authentication. UPI leaves it up to a UPI app vendor to authenticate the passcode. Thus, the responsibility to completely
authenticate a user is shared betweentwo servers— the UPI server (that verifies devicefingerprint and UPI PIN), and a
payment app server (thatverifies an app passcode).

2. Add a bank account: A user’s request to add a bank mustbe from the device registered with UPI. Internally,
UPIfetches the chosen bank’s account number and IFSCcode based on a user’s cell number for later
transactionsthrough the UPT app.

3. Enable transactions: UPI allows transactions to be doneeither using a cell number or an account number
andIFSC code or any UPI ID. UPI spec mandates that alltransactions must at least be 2FA using a cell phone
(thedevice fingerprint) as one factor and the UPI PIN asthe second. The spec considers a cell phone as a
“whatyou have” factor, which allows UPI to provide “l-click2-Factor Authentication” using the said two
factors.

For apps that integrate with UPI, NPCI enforces application security via a code review and certification process. All
communication with the UPI server is over a PKI-based encrypted connection. Currently, UPI has become the de facto
standard for mobile transactions.

IV. CONCLUSION

In this paper, we used a principled approach to analyze the UPI 1.0 protocol and uncovered core design weaknesses in
its unpublished multi-factor authentication workflow that can severely impact a user. We showed attacks that have
devastating implications and only require victims to have installed an attacker-controlled app, regardless of whether
they use a UPI app or not. All the vulnerabilities identified were responsibly disclosed. A subsequent software update
to UPI 2.0 prevents the discussed attack vectors for an exploit. Unfortunately, several underlying security flaws remain
that suggest a need for further vetting and security analysis of UPI 2.0, given the protocol’s importance for mobile
payments in India. We discussed the lessons learned and potential mitigation strategies. Finally, we expect our findings
to be useful to other countries that look to implement a common backend infrastructure for financial apps.
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